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CAPABILITY STATEMENT

24By7Security, Inc. provides Cybersecurity and Compliance consulting services for multiple industries nationwide. In addition to general
Cybersecurity experience, we are experts in regulatory compliance requirements for CMMC, PCI DSS, HIPAA/HITECH, FFIEC, FIPA, FERPA,
GLBA, SSAE18 SOC2, SOX, NIST-CSF, ISO/IEC 27001, and more.

As a woman and minority owned small business certified by the State of Florida, 24By7Security, Inc. is committed to excellence and creating
innovative and flexible solutions for our Federal, State and Local clients, as well as for non-government clients.

COMPANY HISTORY

« National Cybersecurity and Compliance Consulting firm founded
in 2013.

* Our leadership consists of Cybersecurity experts with hands-on
experience who have served in various capacities such as Chief
Information Officer (CIO), Chief Information Security Officer (CISO),
Technology Director and active-duty top-secret roles.

CORE DIFFERENTIATORS

* Our highly credentialed staff.

« Our Values and Philosophy — Accountability, Integrity,
Responsiveness, Teamwork and Passion.

» Our 360-degree approach for security and privacy using our models:
o Security 2.0 — {Reactive . Proactive . Counteractive}
o Defense in Depth 2.0

CORE CAPABILITIES
Our team members have numerous certifications and years of experience providing a full range of IT Security consulting services in the areas of:

Cybersecurity Services Incident Management VCISO

We offer a range of
Cybersecurity services in
our portfolio:
 Security Risk Assessment
e Cyber Board Advisory
Services
¢ Vulnerability Assessments
« Web Application Testing

We help our clients
comply with security
frameworks, standards
and regulatory
requirements.

CMMC Readiness
HIPAA/HITECH

SSAE 18/S0C2

We assist clients with
Incident Management in
the areas of:

« Incident Response

e Cyber Investigation

¢ Forensics

* Remediation

As a critical step in arming
your employees with the
right knowledge, your
program would be
customized for your
organization, depending
on size, budget, and
procedures:

VCISO services give you
the cybersecurity
expertise and strategic
leadership your business
needs, at a fraction of the
cost of an in-house CISO.

e Security Strategic Plan

e Corrective Action Plan

« Social Engineering Testing ¢ ISO/IEC 27001 We specialize in tabletop ¢ HIPAA Training « Security Policy Review
« Policies & Procedures * PCI-DSS  * NIST-CSF exercises to test and » Custom Compliance « Security Governance
« Physical Security Testing * GDPR * GLBA validate your incident Training Program
¢ Penetration Testing e FFIEC e CCPA response plan.  Cybersecurity Awareness o Security Risk Status
e Cyber Range Reporting
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